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Abstract. While cloud computing has seen widespread usage, there exist domains where the diminishing of management capabilities associated
with cloud computing prevent adoption. One such domain is the health
sector, which is the focus of the TRESOR1 project. Enabling cloud computing usage under strict compliance constraints such as enterprise policies and legal regulations is the goal of TRESOR. The main approach
consists of a distributed cloud proxy, acting as a trusted mediator between cloud consumers and service providers. In this paper we analyze
issues which arise within the TRESOR context and show how an architecture for a proposed ecosystem bypasses these issues. The practicability
of our solution is shown by a proof of concept proxy implementation. As
all components of the architecture will be part of our proposed cloud
ecosystem, we provide a holistic and generic proposal to regain management capabilities in cloud computing.
Keywords: Cloud Computing, Cloud Proxy, REST, SLA, Regulatory
Compliance, Cloud Broker, Marketplace
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Introduction

Cloud computing promises many advantages. Widely it is recognized as a viable way to reduce operational costs. These cost reductions are opposed by
some pitfalls, for example, lack of convenience by missing features, no industry
standards and therefore non-interoperable solutions, insufficient compliance to
legal requirements, and missing security and privacy functionality resulting in
untrustworthy relationships [29].
We have identified disadvantages and risks of cloud computing which are
the main reasons for the hindered adoption of cloud computing within sensitive domains, such as the health sector. These disadvantages and risks can be
summarized as follows:
Privacy, legal, and compliance issues. Most cloud computing solutions
incorporate outsourcing over organizational and sometimes country borders.
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Within sensitive domains there are many guarantees, which have to be given
regarding data privacy, legal compliance, and secure auditing. Some of them
are reflected within acts, such as Payment Card Industry - Data Security Standards (PCI DSS), Sarbanes-Oxley (SOX) or Health Insurance Portability and
Accountability Act (HIPAA). Special care has to be taken that the outsourcing
provider fulfills these requirements [31] [18] [9]. Furthermore, hardware virtualization, storage abstraction, multi-tenancy, and container technologies allow
flexible utility computing models, but sometimes introduce these issues themselves [5] [4] [31]. Also, laws and provisions are traditionally confined to national
borders. As globally distributed cloud computing environments make these borders indistinct, the risk for enterprises not being compliant to these requirements
is increasing.
Transparency. The inability to asses critical aspects, such as the mean
time to repair (MTTR), is often caused by the fact that the cloud provider’s
contingency procedures, such as backup, restore or disaster recovery are not
transparent to the cloud computing consumer. As with most other IT services,
migrating to and using cloud computing services introduces follow-up costs, as
shown in [20] and [17]. Some of these costs are hidden, for example, costs for
making services compliant to regulations, backup, restore, and disaster recovery
procedures.
High integration efforts. Within enterprise architectures, the means of
integrating heterogeneous systems are manifold. Generalized, homogeneous, and
invariable cloud computing services raise the integration effort of existing enterprise infrastructure, such as existing user databases or single sign on solutions,
considerably.
Lock-in effects. Lock-in effects arise from the lack of industry standards
enforcement and make migration to other providers difficult. The bankruptcy of
a cloud service provider could have severe consequences if important enterprise
services are hosted in the cloud.

Addressing cloud computing disadvantages and risks. To address these
shortcomings, we propose a distributed cloud proxy for monitoring and controlling the cloud service consumption. This control is necessary to enable compliance to all privacy, legal, and regulatory issues regarding the service consumption. As the proxy is comparable to an application layer gateway for cloud
computing services it reduces the integration effort, as it is able to integrate existing user databases for a manifold of different services. Common lock-in effects,
such as dependencies on vendor tools or proprietary protocols are avoided, as the
proxy will provide open APIs and is based on the widespread HTTP protocol
applied within a REST-based architecture.
A cloud service description language formalizes aspects of cloud services on
many levels, for example, technical interfaces, legal constraints, and business
models. This description language will enhance the transparency of cloud services
from different viewpoints like service-level agreements (SLAs), compliance, and
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price models. Additionally, it is used by a cloud service broker to connect clients
and providers of cloud services within a cloud service marketplace.
In the following chapter we show how the distributed proxy addresses theses
issues. In chapter 3 we present a proof of concept implementation of the proxy
and an assessment of our prototype. The paper concludes with a related work
chapter and a summary and outlook.

2

The Cloud Proxy

The following subsections present some details of the cloud proxy. This includes
its distribution and security, compliance and location-aware features, and its
reliance on the REST architectural style. The last subsection explains, how the
proxy relates to other proposed components of the cloud ecosystem.
2.1

The Cloud Proxy Distribution

The integration of existing enterprise systems, such as an Active Directory, into
3rd party services is easier and more secure if the communication is not extended
to a public cloud environment. Furthermore, some management capabilities have
to be realized by a 3rd party, independent from the cloud service client and the
cloud service provider. This is especially true for the monitoring of SLAs: as
pointed out by Koller et al. [21] an independent party can monitor and enforce
SLAs more trustfully than the participating parties could do by themselves.
The management of cloud service consumption through a cloud proxy enables
the service provider to rely on implicit guarantees - such as the correct client
authentication or that all policies of service clients are met. Cloud services, which
are accessed through the proxy, are released from the duty of implementing
some AAA functionality, because the proxy can either locally authenticate users
by using a simple password database or rely on existing single sign-on (SSO)
solutions, such as Kerberos [25]. With all these factors in mind, we propose a
distribution of the cloud proxy between the service client, a trusted, independent
3rd party, and the service provider.
In Figure 1 our distributed proxy and the functionality of the individual
components are shown. The proxy is distributed between the service client organizations, a trusted party, and the service provider. All service consumption
is managed by the distributed proxy and encrypted through a trusted cloud
transfer protocol (see Section 2.4). The client proxy integrates local systems,
such as user databases (e.g., LDAP, Active Directory). The trusted cloud proxy
monitors and controls the connections from the client to 3rd party services.
2.2

Location-aware features

The cloud ecosystem includes novel approaches regarding location-aware cloud
computing, which can be divided into four main categories:
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Fig. 1. The cloud proxy distribution.

Access control. We will reintroduce the former access restrictions of the
physical boundary, for example, the enterprise premises, by enabling locationbased access control for TRESOR services. Furthermore, we enable cloud service
consumers to specify versatile policies to enable compliant and managed access
to cloud services based on location information. This enhances existing concepts
regarding location-based access control such as those proposed by Ardagna et al.
[3]. The location information, which is used for enforcing location-based access
control, can also be used by the cloud services to adapt their functionality based
on the position of the consumers, thus realizing location-aware computing.
Compliance. As the proposed description language for TRESOR will include location information, e.g., the position of cloud computing resources, clients
can assess the compliance of cloud services to regulations based on service locations such as EU data privacy laws.
Pricing. As traffic, maintenance, and hardware costs are not the same globally, the provisioning costs of cloud services may vary. To reflect these differing
costs, the ecosystem allows the definition of different price models for service
consumers based on countries or regions. As the ecosystem processes location
information it can put these pricing models into practice.
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Relying on REST

We identify the REST [16] architectural style as the prevalent2 style for cloud
service implementations. Many concepts of REST are suitable for using them
to enable control over the data flow, for example the addressing of resources by
URIs. The cloud proxy could easily match resource URIs with a set of patterns
and connected access authorization rules. Unlike the SOAP/RPC-style, where
each application may specify its own resource addressing scheme, this mechanism
is applicable for all REST-based cloud services.
Meaningful REST URIs also enable operation and resource-based logging and
accounting. Furthermore, HTTP includes information, which could be integrated
into the SLA monitoring, for example, the HTTP status code. To make use of
these advantages, all functional modules of the distributed proxy work with
REST-based cloud services.
2.4

Trusted Cloud Transfer Protocol

The HTTP protocol separates the HTTP header, consisting of meta information
about the request, from the HTTP body, which often contains sensitive application data [15]. To implement control and management functions within the
distributed cloud proxy, only meta information about a request are needed and
not the full message body.
Figure 2 shows the distributed cloud proxy, the connected systems, and their
role within the Trusted Cloud Transfer Protocol (TCTP). All messages between
the distributed cloud proxy instances are encrypted using TLS. To prevent the
trusted party to access the content of all messages, we propose to use TLS not
only for transport encryption, but additionally for encrypting the HTTP body
between the service client and service provider. This enables direct control over
the data flow without compromising end-to-end encryption of sensitive application data. As all out-of-band communication is prohibited, the trusted proxy
and service proxy can rely on and trust the transmitted TRESOR identity.
2.5

Monitoring of SLA compliance

Most cloud providers only offer simple SLAs, such as the ”Annual Uptime Percentage” SLA of Amazon EC2 [1]. Emeakaroha et al. propose enhanced cloud
computing SLAs, such as mean time to repair (MTTR) or mean time between
failure (MTBF), which is also an aspect of the proposed framework of Dobson
et al [12]. As our proxy combines in-band and out-of-band information, it can
provide similar SLAs in order to allow the definition of complex SLA requirements:
In-band information. The TCTP protocol enables access to the HTTP
header of messages sent to the cloud proxy, which convey relevant SLA information, e.g., status codes, request URIs, user identities or location information.
2

The largest directory of public cloud APIs identifies 70% of all 6.931 listed as being
based on REST. [28]
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Out-of-band information. In addition, some SLA information has to be
gathered differently, i.e. through agents [13], plug-ins for external XaaS services
or other APIs.
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Fig. 2. The TCTP (Trusted Cloud Transfer Protocol) scheme

2.6

Further components of the cloud ecosystem

The TRESOR proxy is interconnected with many other components, which are
are briefly described in the following paragraphs, as they are not in the focus of
this paper.
The Cloud Service Description Language. The cloud service description
language is a future aspect of the cloud ecosystem and will formalize technical,
compliance, and business aspects. For the technical aspects, we will consider
existing languages for inclusion, e.g., WSDL [10], USDL [26] or Linked-USDL
[7]. Our formalization of SLAs will be based on the groundwork of ITIL’s SLA
definition. Besides the common areas, our focus lies on: Compliance with regulations by law, enterprise policy mappings, and enhanced network connection
agreements. To enable service brokering and a marketplace, the cloud description language will incorporate business aspects, such as pricing information and
payment models.
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Service Broker and Marketplace. The proposed cloud service description
language for TRESOR allows clients and providers to formalize their requirements and capabilities. The TRESOR broker then matches and suggests compatible cloud services based on these formalization. This automation considerably
lowers the effort for clients to discover and select cloud services, which are compatible to the client requirements as this is now a manual and sometimes time
consuming task.
Menychtas et al. [23] identify four major phases of electronic marketplaces.
All processes within these areas are implemented and enriched by TRESOR
components. The information phase is enhanced through the detailing within
the cloud service description language. The description language also includes
pricing information, which are the basis for the negotiation and price setting
phase. The cloud broker matching result is cryptographically signed to form a
legal agreement between service provider and consumer within the Contracting
phase. As all communication is managed by the cloud proxy, it can implement
independent metering functionality, which is used during the settlement phase.

3

Proof of concept

In the following, a proof of concept implementation of the cloud proxy is presented. On the basis of this implementation we make a preliminary analysis of
the impact of our proposed cloud architecture.
3.1

Technology

The proxy uses non-blocking and asynchronous functions to enable highly scalable I/O operations using the Java New I/O (NIO) API [30]. To provide abstractions for the low-level functions of the Java New I/O API, we use the Grizzly
Framework [19]. The Grizzly Framework has shown impressive performance characteristics, as shown in [24]. The Grizzly Framework also contains supporting
implementations for processing HTTP packets and a customizable TLS engine,
which assists us in the implementation of the Trusted Cloud Transfer Protocol
(TCTP).
For modularization we rely on the industry standard OSGi [27]. As OSGi
application server platform we chose Eclipse Virgo [32]. Eclipse Virgo eases the
deployment effort, as the application OSGi modules, can be independently updated at runtime - a major requirement for central architectural components.
3.2

Architecture

The proof of concept architecture consists of two bundles: the proxy model, which
contains a preliminary configuration, authentication, and an SLA model, and the
proxy core, which reads a model instance and configures a proxy runtime object.
For the proof of concept, we implemented the following functionality:
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Authentication. The proxy matches URI patterns to authentication rules
and authenticates users through a password database.
Relaying identities. After users are authenticated, the proxy relays their
identities to the downstream proxies by using a special HTTP header. In the
future, it could also relay roles to enable role-based access control (RBAC).
Routing and SSL. The proxies can encrypt traffic using SSL and route
incoming messages as defined by the proxy model.
Monitoring of SLA compliance The Proxy monitors simple SLAs, e.g.,
logging application errors and comparing them to a defined maximum allowed
percentage.
3.3

Evaluation

In this chapter, we evaluate the performance characteristics and the integration
effort of the cloud proxy prototype.
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Performance analysis. For performance analysis, the homepage of a simple
Ruby on Rails web application is accessed through the Apache JMeter [2] load
test tool. The application runs on a Linux server (Debian 6.0) with an Intel
Core i7 930 CPU, 24 GByte RAM and is accessed using a HP EliteBook 8440p
notebook PC (Core i7 620M, 8GByte RAM).
We compare the direct communication with the service with the communication through one instance of the proxy regarding the application throughput
(requests per minute) and the CPU usage on the client computer to show the
impact of the proxy processing on the application access. We varied the number
of JMeter threads to simulate different parallel workloads. To cut out network
impacts, the proxy is running on the machine used for accessing the service and
furthermore, SSL is deactivated to exclude encryption overhead.

Fig. 3. Impact of the cloud proxy prototype on the application throughput

Our results are shown in Figure 3. We see that the Proxy impacts the throughput 9% at most. The server CPU starts to saturate when using 50 parallel

Towards a Federated Cloud Ecosystem

9

threads. The overall application throughput does not increase significantly if the
number of threads is increased. At this stage of the implementation we see that
the chosen technology does not impact the overall performance of the proxy in
a substantial way.
Integrating the proxy authentication. We modified a sample Ruby on Rails
application to use the relayed identity of a service user to analyze how the proxy
authentication could be integrated into existing cloud services. Our evaluation
shows that it is very easy to modify such a contemporary RESTful web application to use the supplied proxy authentication information. If this holds true
for other web frameworks, this mechanism could therefore lead to reduced implementation efforts for proxy-compatible applications.

4

Related work

The approach of a multi-role distributed proxy is in line with the idea of Weissman et al. [33] which states that ”enabling proxies to assume multiple roles is
key to the performance and reliability of distributed data-intensive multi-cloud
applications”. In order to follow this idea a representation of SLAs is needed,
which the distributed cloud proxy will be enforcing. A number of such representations is available, for example, OWL ([11], [12]), WSLA ([6], [14]), and RDF
([8] and [22]).
Many works depict cloud proxies with additional roles, for example, mitigating constraints of mobile devices [35] or realizing a certificate-less re-encryption
scheme [34].

5

Summary and Outlook

In this paper we have presented a distributed cloud proxy with the goal of
regaining management capabilities within cloud computing environments. As
compliance rules will be formalized through a cloud service description language,
the cloud proxy allows compliant and managed cloud service consumption. This
enables novel cloud computing services within sensitive domains with many compliance regulations, such as the health sector. The solution is also considerably
more secure as no authentication information is sent to any system outside of
the client organization. The preliminary analysis of the cloud proxy prototype
shows the applicability of our approach regarding performance characteristics
and integration effort. Future work will include the extension of the cloud proxy,
implementing the other components of the cloud ecosystem, and the provisioning
of initial services in collaboration with associated project partners from health
care institutions.
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